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1
Decision/action requested

This document proposes to add key issue on Identity verification for UE-to-UE relay scenarios 
2
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 3
Rationale

This contribution proposes to add a new key issue that aim to study identity verification for UE-to-UE relay scenarios in TR 33.740 [1]. 
4
Detailed proposal
**** START OF CHANGE ****

5.X
Key issue #X: Identity verification for UE-to-UE relay scenarios
5.X.1
Key issue details
When a UE-to-UE relay is used to provide relay service in connecting two remote UEs over PC5, it is clear from the architecture that relay is involved in the establishment of connection, including the security aspect of connection establishment. 3GPP system has to be able to protect security (i.e., authentication and identity verification) of connection establishment between peer UEs over UE-to-UE relay.  
Identity verification is generally part of mutual authentication between a UE and the network where the network has access to the subscription of the UE. However, in UE-to-UE relay scenarios without the network, identity verification part cannot rely on the network. Identities of the peer UEs or relay UE can be faked or modified without identity verification. This key issue is to study identity verification in UE-to-UE relay scenarios, which differs from other previous studied key issue of establishing connection in UE-to-UE relay scenario where identity verification is not involved. 
5.X.2
Security threats
If the identities of the relay or remote UEs cannot be verified, the remote UEs or the UE-to-UE relay may be subject to impersonation attack leading to the same threats as described in Key Issue #7 of TR 33.847 [2]. Furthermore, without the ability to verify identities may also lead to theft of relay services and or PC5 connectivity services. 
5.X.3
Potential security requirement

The 5GS shall support identity verification of source UE, target UE, and the UE-to-UE relay during the secure establishment of connection between the source UE and the target UE via UE-to-UE relay for the purpose of authentication.
